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Cnaiin 1.
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MHPOPMHUPOBAHUA HAaceIeHUA

Hoabpb 2025 1.

DJIEKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKWMHT, ynajleHHas pabota u
yue0a, OHJIaliH-PEeruCTpaLK, THTEPHET-MarasuHbl 1 MapKETIUIINCHI — BCE 3TO
HACTOJILKO TPOYHO BOIIJIO B HANIy TMOBCEIHEBHOCTh, YTO WHOTJA TPYIHO
MOBEPUTH, KaK XUIK 0e3 AToro panbiine. Yem OoJblie MOTpy)aeMcs B MHUP
UH()OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUN (Odaree — HKT), TeM
OOJIBIIIE CTAHOBUMCS YSI3BUMEE.

KubepaTaky Ha nHGOPMALIMOHHYI0 CTPYKTYPY — 3TO OJIHA U3 CaMbIX
3HAYUTEIbHBIX U MOCTOSTHHO PACTYLIUX YIPO3 JJIs TJI00anbHONM 0€30MacHOCTH
B XXI Beke. Ha done BceoOmiel mudpoBusauu 3ta npodiemMa HE MPOCTO
HapacTaeT, a SBOJIOLNUOHUPYET, Ha YTO BIUSET IIUPOKOE HCIIOJIH30BAHUE
UCKYCCTBEHHOTO HWHTEJUIEKTAa (Jdanee — HMH), TaKk Kak 3J0YyMBIIUICHHUKA
HAYMHAIOT WCMOJB30BaTh €ro JUid Co3JaHusl 0Oojee  M3OIIPEHHBIX
BPEJIOHOCHBIX MPOTPaMM, aBTOMATHU3AIMH aTaK U aHaJN3a ysI3BUMOCTEH.

KubGeparaku npeBpaTHiivCh U3 MPOOJIEeMbl TEXHUUECKHUX CIECIIHAINCTOB
B OJIHY M3 TJIaBHBIX CTPATETHUYECKUX YTPO3 HAIIMOHATIBLHOM, SKOHOMHUYECKON U
OOILIIECTBEHHOW 0€30MaCHOCTH JIH000M CTpaHBbI.

[To pe3ympTaTaM HCCIENOBaHHWs, MPOBEIACHHOIO B IMPOIUIOM TOXY,
benapyce Haxomutcs Ha 3-M Mecte B peititunare ctpan CHI', koTopsie yare
BCEr0 MO/IBEPraloTcsl Kudeparakam.



Kaxnas naras araka B bemapycu npuxoaurcst Ha roccekTop (22%). Ha
BTOPOM MecTe — cdepa MPOMBIIUICHHOCTU (14%), a HA TPETbe CTPOUKE —
¢buHaHcoBas otpacib (1/%). MHOTO arak Tak)e HalleJIeHbl Ha CEKTOp
TeJEKOMMYHUKaUH, cepbl HAYKH U 00pa3oBaHusl (8%).

Kaxnas Bropas kuOeparaka (57%) HOpHUBOAUT K  YTEUKe
KOH(pUICHIINAIBbHBIX JAHHBIX. PeXe OHM HapylIaloT OCHOBHYIO J€ATEIbHOCTh
(16%) wiu HecyT mnpsmble (UHAHCOBBIE TOTepU (8%). bonee mMoIOBUHBI
YKPAJACHHBIX CBEJICHUI COCTABIIAIOT IEPCOHAIIBHBIE JAHHBIE U KOMMEPUYECKas
TaifHa. AKTyaJIbHOM TpoOJIeMOM oOCTaeTcs Kpaxka JeHer ¢ OaHKOBCKHX
KapTOYEK U JJIEKTPOHHBIX KOLIEIIBKOB.

Cnaiin 2.

POCT KUBEPATAK B BEJIAPYCU
No3zuuyua benapycu: 3-& mecto 8 CHI no
KONMMECTBY knbepatak
[l OCHOBHbIE LEENM ATAK:

foccexrop — 22%

Mpombiwnenmocrs — 14%

Dunance - 11%
I NOCNEACTBMA:

Yreuxa ganHeix — 57% cnyvaes

Hapywenne paborel — 16%
Dunancossbie notepu — 3%

Cornmacio panubiM 3a 2024 rtojn, Hama pecmyOiuKa MO YPOBHIO
kubepoOesonacHoctu 3ansuia 70-e mecto u3z 166 crpan B peittuare NSCI
(National Cyber Security Index, Hayuonanvuwiii unoexc kubepbeszonachocmiu),
yCTynIMB 10 3TOMy wuHAeKcYy cpeau crtpadn CHI' mums Monnose,
AzepOaiikany u Poccun.

PocT u yc/I0:KHEeHHE METOI0B KHOepYyrpo3 TpeOyIOT onepeKaruero
U KOMILJIEKCHOTO pearnpoBaHus.

B benapycu npuHST psig CHCTEMHBIX Mep, B 00pbda ¢ kubepyrpozamu
BEJIETCA HAa HECKOJIBKUX YPOBHSIX. Tak, Ha rocy1apCTBEHHOM YPOBHE Y Ka30M
[Ipesunenta PecnyOmmku bemapyce Ne40 «O xubGepbe3zomacHOCTH
peanuzyeTcs KOMILJIEKCHBIN MHOTOYPOBHEBBIH MEXaHU3M
NpPOTUBOAEHCTBUSI KUOepaTakaM Ha TOCYyJapCTBEHHbIC OpraHbl W
OpraHu3alliM, KPUTHYECKYI0 HH(opMarmoHHyo uHppacTpykTypy. Co3naH
HarmmonanbHbI# 1IeHTp oOecnieueHust KuOepOe30MmacHOCTH U pearupoBaHus Ha
KMOCPUHIUACHTBl (danee — Hayuonanenolii yenump xubepbezonacnocmu).
HanaxxeHo MeXIyHapOoIHOE COTPYAHUIECTBO B 3TOU cepe.



Coznmanpl  HEOOXOAMMBIE  IIPaBOBBIE  YCIOBUSA  JUIsl  3aIUTHI
NEPCOHANbHBIX JaHHBIX W O€30MaCHOCTH JIMYHOCTH M OOUIeCTBA MpH HUX
ucrnosb3oBanuu. 3akoH PecnyOnuku benapych «O 3amurte nepcoHaabHBIX
JAHHBIX», TPUHATHINA B 2021 roxy, yCTaHaBIMBAET IPAaHULBI, ONIPEACIISIONINE,
KaKyl0 HMHPOPMAIMI0O O YEJIOBEKE MOXHO COOHMpaTh M PacHpOCTPaHSTh.
BwmecTte ¢ Tem, 4TOOBI 3allMTa NEPCOHATBHBIX JAHHBIX ObLIA TO-HACTOSIIEMY
3 PEeKTUBHON, HYXHBI OOIIHWE YCUIIUA — HE TOJbKO TOCYJapCTBa, HO H
IpaKJaH.

[IpoTuBOAEHCTBUE OCYIIECTBISETCA U HA KOPIOPATHUBHOM YPOBHE.
Opranuzanuy M NOPEANpUATHS HHBECTHUPYIOT B KHOEpOe30macHOCTh |
oOy4eHHUE COTPYAHUKOB.

Hist OoppOBl ¢ KuOEpyrpo3amMM Ha HWHAMBHIYAJbHOM YPOBHeE
TpeOyeTcs MOBBIIEHHE IU(GPOBOM I'PaMOTHOCTH HAacCeNEHHUs, COOII0JECHUE
AJIEMEHTAPHBIX TPABUI LU(PPOBOM TMTUEHBI.

CoBpeMeHHbBIE aCTIEKThI KH0ep0e30MaCHOCTH

KubepnpectymieHus TPaHCHALIMOHAJIbHBI, 3JI0YMBIIUICHHUKA
UCIIOJIb3YIOT AaHOHUMAW3EPHI (cepsucsl, no360siouue CKpblms IUYHble OaHHble
noavzoeamens u obecneyumsv AHOHUMHOCbL 8 HHmepHeme) U HaxoOATCsa 3a
pyOeKOoM, UTO KpaifHe 3aTPYIHSET UX 3aJiepKaHue.

[lo pmanneiM  CraeactBeHHOTO KomuTeTa Pecnybnmuku benapycs,
orMmevaeTcs yxoj 6osee 80% BbiMoraTenbcTB U 60iee 90% MOIIEHHUYECTB B
«OHJIAaWH»-CXEMY, Y€MY CHOCOOCTBYET B TOM YHUCJIE€ HU3KUM MPOLEHT
OCBEIOMJIEHHOCTH TPaXKJaH O MPECTYINHBIX CXE€MaxX, a TaKXe pPa3BUTHE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpoctpaneHHBIX BUIIOB KuOepmnpecTymieHuid B benapycu
MOBTOPSIET TJIOOATbHBIE TPEHIBI, HO C aKIIEHTOM HAa MECTHBIC TUIATEKHBIC
CHUCTEMBI U PUBBIYKU HACEIICHUS.

[Io pmaHHBIM  TJIABHOTO  YIPABJIEHHUS IO  HPOTUBOJECUCTBUIO
KHOEpNPECTYMHOCTH KPUMHUHAJIBHOW MWIMIIMA MUHHUCTEPCTBA BHYTPEHHUX
nen Pecnyonuku benapych, 3a 9 mecsueB Tekyuiero rojga B bemapycu mo
CPaBHEHHMIO C AaHAJOTHMYHBIM MEPUOJOM MPOIUIOTO ToJa KOJUYECTBO
KHOEpIpEeCTyIIeHU CHU3UIOCh noutu Ha 11% (3a 9 mecayes 2025 200a
3apezucmpuposaro donee 13 moic. cayyaes (13 420), mpems uz komopwix (4 121) —
6 2.Mumncke).

[To cratuctrke KeHIIUHBI (65%) 4allle BCETO CTAHOBATCS KEPTBAMHU
MOILIICHHUKOB, KOTOpPbIE€ BBIMAHUBAIOT JIEHBIM IIYTEM IICHXOJOTHYECKUX
MaHUMYJSUANA 110 Tenedony (77,9%), KyIUIH-NPOAakKhu TOBAPOB M OKa3aHUs
yCayr (65,6%), OmnarotBoputTenbHOCTH (100%). My:k4uHbl (84,8%), Kak
MPaBUJIO, CTAHOBATCSA JKEPTBAMU  MOUICHHUYECTBA, CBA3aHHOIO C
WCIIOJIb30BAHUEM CAaWTOB 3HAKOMCTB.



Cnaiin 3.

MNOPTPET XEPTBbl MOLUEHHUYECTBA

e =) T o HeHwmHb
R aRT TenedoHHbIE MOWEHHNKK — 77,9%
<. s | Ofwman B cepe yenyr — 65,6%

’: /"’ A MysHYMHbI
& B e MOtWeHHUYECTBO Ha CaATax 3HakomcTs — 84,8%
Uy B . Boapacr
\ ¢ SR 504: Tene@oOHHOR MOWESHHWYECTBO, ANOMOLLL
: ¢ s POACTEEHHUIIM %
< it . [0 30 ner: NCEBAC-HHBECTHLMK (65,4%),

[ARCTAHUKOHHBIE CABNKH € HEABMMMMOCTLIO {56,3%)
30-49 net: MKT-moweHHn4ecTeo ¢ goroaopamu (53,1%)

= =
CoumantHbii craTyc:
BespaboTuble Y3LUE NONIAINT B MHBECTUUMOHHDIE

nosywmw (46,2%)

Cnpaeouno:

Bospacmmnuie cpynnvt nomepnesuiux:

a100u cmapuie 50 nem yawe cmaHoBAMCsL dHcepmeamu menegh)oOHHbIX
MouleHHU4ecms,  obmana,  008epuUUBOCMU,  1e2eHO O  NOMOWU
POOCMBEHHUKAM,

Mo100edxucy 00 30 nem ysa36uma om MOWEHHUYECKUX OUCHAHYUOHHBIX
coenok ¢ Hedsudcumocmoio (56,3%), ncesdo-uneecmuyuii 8 «OUpICU» U
«posvlepviuiets unu akyuiy (65,4%);

auua cpeonezo so3pacma (30—49 nem) — naubonee maccosas epynna
cpeou  nomepnesuux om  HUKT-mowennuuecmea ¢  3axknoyeHuem
2PadCOAHCKO-NPAaBoswix 002080pos (53,1%).

be3pabommnvie u neyuawjueca yawe nonaoaromces 8 UHBECMUYUOHHbBIE
noeyuiku (46,2%), umo modxcem 6vimb C843AHO C NOUCKOM UMU UCTIOYHUKOS
00X00a UnU ysieyeHuem a3apmHuiMu CXemamu.

ITo cmocodamM coBepIeHUs] MOIIEHHUYECTBA Yalll€ BCErO MPOUCXOSAT
OT MMEHM OJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBiIsiOTCs
COTPYAHUKAMHU MPABOOXPAHUTENBHBIX OpraHoB (MB/[, CK, /[®P, KI'F) wu
paboTHUKaMU OAaHKOBCKUX OpraHuzaiuid. MOIIIEHHUKH CTajlld 3BOHUTH OT
UMEHU pabOTHUKOB CITy’)kO rasa, BOJOKaHala, SHEProHAA30pa, MOOMIBHBIX
OIIEPATOPOB CBSA3U IO/JI ITPEIIOTOM OKOHYAHHUS CPOKA I0TOBOPA U MIPEIIAratoT
JUTSL €T0 MPOJICHHS cOo0IUTh ¢ poBO Koa u3 cMc. [locie mepenayuun koaa
JKEPTBE 3BOHUT COOONIHMK MOUIEHHMKAa M yX€ MPEACTaBIsieTCs
IIPABOOXPAHUTEIIEM, 3AIyTUBAET TEM, YTO YEJIOBEK IEpenal JIUYHbIC JaHHbIC
U Ha ero uMsi OyayT oOpMIIEHBI KpeIUThl. A 4TOOBI NX N30€XKaTh Mpeaiaract
oOpMUTh BCTPEUHBIE KPEAUTHI M TIOJYUYCHHBIC JCHBIM TEPEBECTH Ha
YKa3aHHBIA CUET WJIK OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa OT UMEHHU PYKOBoaUTeNel (Fake boss) (yupesicoenuil
00pazosanus, 30paABOOXPAHeHUs,  KVIbMmypvl, Hnpeonpusmuii) MOUICHHUKU
3allyTUBAIOT  TOJO03peHHeM B (UHAHCHPOBAHUM  DKCTPEMHUCTCKOMN
JEATEIIbHOCTH, MMPOBEICHUEM OOBICKA U U3BSITUEM JICHET, TAKXKE MPEIararoT



JaHHBIN (aKT Jep>KaTh B TAWHE U MMOOOIIATHCS C ONIPEACIICHHBIM COTPYAHUKOM
MIPABOOXPAHUTEIBLHBIX OPTaHOB, KOTOPBIM SKOOBI JJISl COXPAaHEHUS JTCHEKHBIX
CPEJICTB MPEJIAracT «BPEMEHHO» MEPEBECTU AEHBIM HA 3AIUILICHHBIN CUET.

B tenedonHOM pa3zroBope He JOBEPSUTE HE3HAKOMBIM JIUIIAM, KEM OBl
OHU HE MPEACTABUIINCH, €CIIU Bbl HE KIETE TAKOTO 3BOHKA.

Tperp MomeHHUYECTB (27,6%) COBEpLIACTCS IO BHUAOM HNPOAANKU
ToBapoB B cerd Instagram wiaum Telegram (uawe sceco mowennuxu
((ﬂpOdCliOl’l’l» asmosandacmu, CCl@OGble Kaudeiu, H06’0200Hu€ ejiu, Mopenpodykmw u
opyeue  mogapuvl).  3JOYMBIIUICHHUKHA — TOpeJlaraloT  MOTEHIUAIbHBIM
MOKYTIaTEJISIM TEPEeBECTH MPEIOIIaTy 3a TOBap M OOCIIAI0T €ro BBICIATH 1O
MOYTEe WX KyphEpOM, IOCJE YEero OOIIEHHE NPEKpaIlaeTcs, U «KIHUCHT
OCTaeTCsl HU C YEM.

Cnpaeouno:

Taxoice Haubonee pacnpocmpaneHtvle NPecmynHble CXembl.

360HKU om umenu oaunka, compyonuxa MBJ], KI'b u unbix
20CY0apCmMeEEeHHbIX O0pP2AH08, KO0204 MOUWIEHHUK, UCNONb3YS MeXHOI02UIO
NOOMEHbL HOMEpA, 360HUM C HOMeEPd, NOX0JHce20 HA OPUYUATbHBIL HOMED
bauka u coobwaem o «nOOO3PUMENbHOU Onepayuuy ¢ Kapmotu, «0JI0KUposKe
cuemay Ui «NONbIMKe G310MA», @ OJISL «3AWUMbBLY UTU KOMMEHbL ONEPAYULY
npocum coobuwums CVV-ko0, Oanmnvie uz SMS-coobwenus c¢ kooom
noomeepiHcoeHUs, napoilb U3 UHMepHem-0anKuHea Ui nepesecmu OeHbeU Ha
«bezonacuulily (Ha camom oesle NOOKOHMPOIbHbIL MOUEHHUK)) cUem,

Quwmunzoevie SMS-cooouwenus u nucoma, xozcoa npuxooum SMS-
cooOWeHue U 91eKMpoOHHOe NUCbMO C COOOWeHueM o0 «DIOKUPOBKe
Kapmuly, «npobieme ¢ HAN020M», «8vlucpvluie 6 Jomepeey, KOmMopoe
cooepaHcUum CcolikKy Ha QUIUH208bILL UHMEpHem-pecypc (catim — KIOH),
KOMOpWblll 8b12180UM KaK OQUYUATIbHBIN UHMEPHEeM-pecyPC OaHKA, HAN020801
UHCNeKYUU UTU OPY2020 20CYOAPCMBEHHO20 0P2and, 20e mpebyemcs 8gecmu
JIO2UH, NApob, OAHHblE NIAMENCHVIX CPeoCcme8, MNocle 868004 KOMOPbIX
cogepuiaemcs xuujenue;

MOUWIEHHUYECMBA 8 COUUATNbHBIX CEMAX U meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), koe0a 310yMblULIeHHUK 8371AMbl8AET AKKAYHM 8
coycemu umu cozoaem ¢Hertikogulil, NOXONCULl HA He20, Nuuiem OaUKUM
POOCMBEHHUKAM OM UMEHU 81a0enbyd aKKAYHmd, 4mo CPOYHO HYIHCHbBI
0eHbU HA «OYeHb 8adNCHOE 0eN0y» (NONAll 8 CIOJHCHYIO CUMyayuio, nonau 8
HTII u 0p.), npocsi HUKOMY He 360HUMDb, IUOO AHANOSUUHASL Npedbloyuell
cxema, Koeoa MUUEHbI0 CIMAHOBAMCS OPY3bsl, A MOUEHHUK OmM UMeHU Opyad
nuuiem, 4mo 3acmpsi 3a epanuyel, y He20 YKpaaiu OeHbeUu/00KyMeHmbl, U
NpOCUM CPOUHO nepesecmu cCpeocmad,

(heitkosvle unmepHem-mazazunvl, K020a co30aemcs KPAacusblil caim-
OOHOCMPAHUYHUK —UIU 2PYNNa 6 COYUAIbHOU cemu  (3ayacmyio 8
«Hncmaepam»), ¢ 02pOMHBIMU CKUOKAMU HA AKMYANbHBIU Y HACELEHUS MO8ap
(mexuuxa «Apple», caoosas mebenvb, Haly8Hble Oaccelinvl, OpeHO08aAs
ooedcoa u 0p.), a nocie npedoniamvl mosap He Npuxooum, a Caum uiu
2pynnul ucuezarom, 1ubo coodweHUs Heepmawvl 0aiee USHOPUPYIOMCS,

MOUWIEHHUYECMEA NOO0 6UOOM 20CYOApPCHIBEHHBIX OpP2AHO08, K020d
Jrcepmee nocmynaem 360HOK OmM UMEHU «cyobuy, «compyonuxa MBJ]»,
«HAN020801L» ¢ MpeboBaHUeM CPOYHO ONIAMUMb HeKUUl QUKMUBHBIU 007,
WmMpag unu NOUWLIUHY, YepodiCasl apecmom CHemos Ui Opyeum HaKazaHuem,
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npocsam YCmMaHo8UmMb NPUiodceHue Oisl YOAIeHHO020 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) onsi «npogepku cuemay, 4mo oaem um
NOJIHBIL KOHMPOJIb HAO YCMPOUCEOM NOMEPNesuLe2o;

¢unancosvle nupamuovl U UHEECHMUUUOHHbBIE MOUWIEHHUYECMEA,
makue KAk  NpeoylodCeHUs  «BblCOKOOOXOOHBIX — UHBECUYUL» 8
KPUNmMo8amomy, Oupicu uiu Cmapmanvl ¢ 2apaHmupoSaHHbIM 6blCOKUM
ooxooom. Ilpu osmom Ha nepsom smane Mocym 0adxice BbINIAYUBAMD
HebobLUe NPOYeHMbl, Ymodbl nomepnesuiull Hec euje 60bULe OeHENHCHBIX
cpedcma U npusel pPOOCMEEeHHUK08, Opy3ell U 3HAKOMbIX, NOCIe 4e20 NPOEKMm
3aKpbIBAEMCS, A OeHeNCHble CPeOCMB8a NOXUWATOMCSL,

6bIMO2AMENLCIEO HA UHMUMHOU HOY8E ((CEKCMOpULeH»), K020a
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCePMBOLL, 6Mupaemcs 8 0osepue,
CKIIOHsIem K 00ujeHuio 8 gudeodame UHMUMHO20 XapaKmepa uiu K OmnpasKke
OMKPOBEHHBIX (hOMO, 3anucvléaem Udeo iU oenaem CKPUHWOmMul, a 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOuparomme O0O0OpOTHl BbIMOIaTebCTBA
(526 cnyuaes) € WCHOJB30BAaHUEM HWH(OPMALMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHI: MOTEPHEBIINX IO PA3IUYHBIMU MPEIJIOTaMH BBIHYXAAIOT HA
JUYHBIX ycTpoiicTBax [Phone BoiiTh He B CBOIO yueTHy!o 3anuch. [locne Bxona
[Phone OnmokupyeTcsi Kak MOXMILEHHBIH U CTAHOBUTCA HE MPUTOIHBIM. Jl7st
Pa30JIOKUPOBKH 3IIOYMBIIICHHUKH TPEOYIOT BBIKYTI.

ITosTOMy HM B KOEM Cilydae Hellb3sl BXOAUTH HA CBOEM YCTPOiCTBE B
Yy:KYI0 YYEeTHYIO 3alliCh, BIaJeliel] YUETHOH 3aliCy MOXKET 3a0JIOKHUPOBATh
YCTPOUCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYN/IEHUA,
COBEPLUAEMDBIE B CTPAHE

IBOHKN OF usmenn Banna, coTpyarusa MBI, KIB u
WUHEX FOCYAAPCTBEHHEX OPTaHOB

PuwmHrosee SMS-cootuenun v nncema

MOWEHHUYECTES B COLUMANDHLIX CETRX W
MecceHMepax

MOWEHHUY2CTBA NP ounaﬁu-nouyn»ax H3
nIoWaakax no Nnpoaase Toeapos

PeROBLIE HHTEPHET-MAr3IuHL

MOWLEHHUYECTEA DO BUAOM rOCYA3 PCTBEHHLX
CPravoe

d’nONaH('OEltJG nupamuan M MHBECTHUMOHHE
MOWeHHMYECTBa

Bh-HEN PG

BRMOr3TEMCTEO HA MHTUMHON NOYEE

Cnenyer OoTMETUTH, YTO (PMIIMHT U MOIIEHHUYECTBO ¢ 0AHKOBCKUMH
KapTaMHu SBJISIIOTCS. CAaMOM MacCOBOM KaTeropueil KuOepMOUIEHHUYECTBA B
Pecnybmuke bemapycs.

IIpu 3TOM Hapsmy C JaHHBIMHA MPECTYNMHBIMM CXE€MaMH MOIICHHUKH
aKTUBHO HCHOJIB3YIOT M Takoi MeToJ (uIIuMHra, TMpU KOTOPOM
KOH(pUJECHIIMANbHBIE  JaHHBbIE  OCJIOPYCCKMX  TpaXKJIaH  JOOBIBAIOTCS



3JIOYMBIIINICHHUKAMH  ITIOCPCACTBOM TCJ'IG(l)OHHBIX 3BOHKOB. OTOT BHU/J
MOIIICHHNWYCCTBA HA3bIBACTCA «BHIIIHHID).

Ciaiin 5. BuaeopoJiuk.

) A3BYKA
(lasisl

Cnpaeouno:

Buwiunz — smo ycmunas paszHosuoHocms @uuiuneda, npu Komopotl
3OYMBIUACHHUKU NOCPEOCMBOM MeNeqpOHHOU CBA3U, UCNONb3Y NpUembl,
MemoObl U MEeXHOI02UU NCUXOTI02UUECKO20 MAHUNYIUPOBAHUSA, NOO PA3HLIMU
npeosioeamu, UCKYCHO Uepas onpeoesieHHy1o poib (Kak npasuio, compyoHuKa
Oaunka, MexHUYecKko2o CHeYuamucma u m.0.), BbIHYHCOAOmM UeloseKd
COOOWUMb UM C80U KOHQDUOeHYUATbHble OAHKOBCKUE UNU NEPCOHAIbHbLE
O0auuble AUOO0 CMUMYIUPYIOM K COBEPULEHUIO ONPEOeNeHHbIX 0elUCmBUll CO
C80UM OAHKOBCKUM CUemOM UIU OAHKOBCKOU KapmOol.

I[To wmepe pa3Butuss  HHGPOPMANMOHHO-KOMMYHHMKAIIMOHHBIX
TEXHOJIOTMH BO3PACTAIOT M  BO3MOXHOCTH KHOEpPHPeCTYIIHUKOB.
HexoTopble MOIIIEHHUYECKUE CXEMbl MOJYYWIM HOBYIO KHU3HBL Ojaromaps
HUCKYCCTBEHHOMY UHTEJUICKTY.

Pacter KOIMYeCcTBO cClly4yaeB MOIIEHHUYECTBA C HCIOJb30BaHUEM
TexHoJioruu Deepfakes — 3To co3/aHHBIE MCKYCCTBEHHBIM HHTEIEKTOM
TOJIOCOBBIE COOOIIEHNUS W BHUICO3BOHKH OT SIKOOBI KOJUIET, Hpy3ed u
POJCTBEHHUKOB, KaK MPABUIIO, C TPOCKOO0I O CPOUHOM JACHEKHOM MIEPEBOJIC U JP.

[Ipu BuAcO3BOHKE cieayeT oOpamaTh BHUMaHWE Ha TaKue JIeTau, Kak
HEYETKOE MJIM CMa3aHHOE M300pa)KeHUe JUIa TOBOPSAIIET0, OTCYTCTBUE WU
HEEeCTECTBEHHAs MUMUKA JIUIIA.

[ToMHUTE, YTO COTPYAHUKHU OAHKOB U MPABOOXPAHUTEIIBHBIX OPTAHOB HE
3BOHST 4Ye€pe3 MECCEHDKepbl C UCIMOoJb30BaHueM BujaeocBszu. Ilpu
COBEpIIEHUN [IEHEKHOT0 TepeBoJa MO BJIMSIHMEM MOIIIEHHUKOB
HEO0X0IMMO He3aMeIJINTEILHO 00PATUTHCH B OPraHbl BHYTPEHHHX JIeJI
JUISl COXPAHEHUS JICHE)KHBIX CPEJICTB.

Jlaxxe Koraa HCKYyCCTBEHHBIN MHTEIUICKT UCIIOJIB3YETCS BO 0J1aro, Hy>KHO
OBbITh OCTOpOXXHBIM. Eciu paOOTHHK oOpraHu3alid JAyMaeT, YTO 3arpy3uT
nokyMeHT B 4at GPT u oH Bce OBICTPO ClIeNIaeT, TO 3TO MPSIMOM MYTh K YTEUKE



KOH(MICHITMAIBHBIX JaHHBIX. JIOKyMEHTBI OTIIPABATCS HA CEPBEPHI B IPYTOM
roCcyJapcTBe, W 3aKOHBI HAIlleW CTPaHBl YK€ HE MOTYT TapaHTHPOBATh HMX
0€30I1aCHOCTb.

Cmnain 6.

MCNo/1Ib3OBAHUE
WUCKYCCTBEHHOTO UHTE/IJIEKTA ;

B uUenesoi duiwmnr Ges ownBOK:
NEPCOHINUIRPOBIHHBIE W TPIMMITHYECKH ﬁesynpeqme
pacceinku, ofixoanme MasHuil Mapkep yrpoasl. |

B Mowennmuectso yepes Deepfake: ‘
FEHEPSUMA BUAEO W rON0C3 PYHOBOACTES AR \
CIHKUMOHUPOBIHUA HEIAKOHHBIX PUHAHCOBLIX ONEPA

B MM-BoThl ANA COUMANBHOR MHMOHOPUM: B
BEACHHE OCMBICIEHHE AMAZIONOE [NA BLIMAHHBaHH
KOHpHARHUKMANLEHOK UHPOpPMauMn.

Hpesugent beaapycu A.l'.Jlykamenko, Beictynas Ha [II MuHckon
MEXIyHANPOIHON KOH(PEPEHIINH TTO0 eBpa3HiICKON 0€30MaHCOCTH, KaK OJTHY U3
KJIIOUEBBIX 3a7a4 B II€JIOM OOO3HAUYMUI HEOOXOIMMOCTh MPUHSITHS MEp B
00JIaCTH HMCKYCCTBEHHOTO WHTeIUIeKTa: «Heynpaenaemasn 2onka 6 3moii
cghepe npespauiaem e2o u3 noyne3nozo pecypca é opyscue. B nepcnekmuege —
MaACCOB020 NOPAIHCEHUA)).

Cnaiin 7.

(4

Heynpaanneman 20HKa 8 amoli
chepe npespawjaem e20 (npum. -
UCKycemeeHRsIU usmennexkm) U3
none3Ho20 pecypca 8 opyxue.
B nepcnekmuse — maccosozo

MopaeHus. , ,

MNpesudenm Pecrylnunu Benopycs A.T. Iy,
Ul MuHCHGa MENOYHGPOOHOR XOHPEDERINR NO
eapa3vickoll GesonacHoomu, 28 oxmatps 2025 2

Corpyanukamu MuHHCTEpPCTBA BHYTPEHHUX Jen M HanuoHanbHOTro
O0anka PecnyOnmku bemapych mpuHUMAKOTCS Mepbl, HAaNpaBJeHHbIe HA
0J10KHpPOBaHUE MOlLIeHHHYecKuX onepauuii. B benapycu ¢ 1 mapta 2024 r.
nericteyetT Yka3 Ilpe3umenTa Ne 269, kotophlii IpenocTaBiseT OaHKam
BO3MO>XHOCTb ITPUOCTAHABINBATH MOJO3PUTENBHBIE IEPEBOIBI U COBMECTHO C



IPABOOXPAHUTENBHBIMUA OpraHaMH paccieoBaTh WHUUACHTHI. JlaHHBIHA
MEXaHM3M [O3BOJSET JOCTaTOYHO A(P(EKTUBHO  B3aUMOJCHCTBOBATH
rpa)<laHaM C OpraHaMH BHYTPEHHUX JIEJl, @ UM, B CBOIO OUEPE/lb, «B PEKUME
24 na 7» mepenaBaThb YKa3aHHYIO HH(oOpMannio OaHKOBCKOMY CEKTOPY M
noysiyyaTb OT Hero 3(Q(eKTHUBHO M OBICTPO HH(OpPMALUIO O JIULAX U
UHCTPYMEHTaX, KOTOpbIE 3aJ€HCTBOBAHBI B MPOTUBOIMPABHON JESTEIHHOCTH.
N camoe rinaBHOE — NpealpUHUMATh MEPhI, HANPABIECHHBIE HA COXpPAaHEHUE
YK€ MOXUILEHHBIX IEHEXKHBIX CPEICTB Y IPAKIAH U HEJOMYIICHUs TIepeBOa
WX Ha 3apyOeKHbIC cueTa.

B cBiI3u ¢ HEOOXOAWMMOCTBHIO 3aIAThl OT MOIIEHHUKOB OaHKU
YCTaHABJIMBAIOT JIMMHUTHI MO CHATHIO JIEHET B OaHKOMAaTax Ha TEPPUTOPUU
benapycu.

boppsba ¢ »TUMHM mOpecTymsieHUs MM TpeOyeT He TOJbKO Ooiiee
COBEPIICHHBIX TEXHOJOTUW 3alUThl, HO U (PYHIAMEHTAILHOTO MOBBIIICHHUS
u(poBOK TPAMOTHOCTH HACEJIECHUS, MOCKOJIbKY MMEHHO YEJIOBEK OCTaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM cucTeMe 0e30MacHOCTH.

IIn¢dpoBasi rpaMOTHOCTH HaCeJIeHHUSA

Kubep0e30nmacHOCTh — 3TO OTBETCTBEHHOCTh KaxKA0ro u3 Hac. OHa
HAYMHAETCSl ¢ TaKUX MPOCTHIX BEIEeH, KaK BBHIOOP HAJEKHOIO MapoJis JJis
JIOMAITHEHN 3JIEKTPOHHOM MOYThI. Ba)KHO TOMHUTB, 4YTO OJIMH U TOT K€ MapOJjb
HEJIb3s1 UCII0JIH30BaTh OJHOBPEMEHHO ISl pab0deil MMOYTHI, ISl PETUCTPaAIlUN
Ha pa3JIMYHBIX calTaXx W B MecceHkepax. K CloBy, JUUYHbBIC JaHHBIC Yallle
BCETO IIOMAaJal0T K 3JI0YMBIIIJICHHHKAM W3 0a3 JaHHBIX Mara3uHOB (Wbl
ocmasinem amunuio, UMs U omuecmeo, aopec u meiedon npu pecucmpayuu Ojis
noOJyYeHUsi OOHYCHBIX UNU CKUOOYHBIX KaApm).

Heobxonuma »snemeHTapHass nu¢poBasi THTHeHA, I[pPU KOTOPOU
c00JII0ieHMe MPOCTHIX NMPABWJ NMOBEACHHUS B CETH IO3BOJIACT 3aIUTUTH
NepCOHabHbIC JaHHbIC, (UHAHCHI U YCTPOMCTBA OT KMOEPMOIIIEHHUKOB.

Oco0yr0 akTyadbHOCTh TeMa LU(PPOBONM TUTHEHBI MNPHUOOPETAeT B
OTHOIIEHWM TOAPACTAIONIECTO MOKOJICHUs. [[eTh ceroaHsi He TOJbKO aKTUBHO
0OIIarOTCS B MECCEHIKEpax, HO M MOTPYKAIOTCS B MUP OHJIAWH-UTP, TAC UX
Kpyr OOIIEHUs paclIUpsieTcs 3a cueT He3HakomIeB. Cpeau HUX MOTYT
CKPBIBAThCS U KHOEPIPECTYITHUKHU, CTPEMSIIIIUECS UCTIOJIb30BaTh peOCHKA JIJIst
NMoJlydyeHus: KOH(puAaeHIHaIbHOM wuHopManuu. Heokpemnmias mcuxuka,
MOJBEP)KEHHOCTh BHYIICHUI0 W MAaHUITYJIUPOBAHUIO JEIAIOT HMX JIETKOM
«J100BIYEI JIs 37I0YMBIIIJICHHUKOB.
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BE3OMACHOCTb AETEW B CETU —
3TO HE 3ANPETHI, A AOBEPUE U NPABUJIA

BbiCTpamBaiTe OTHPLITHIO OTHOWEHMA: PEDEHOK
AOMHEH FHATH, NTO MOMET PACCKAZATL Bam O 000K

npobneme He3 CTpaxa HaKaIaHMA.

YCTanosuTe YeTHne rpaMnubl: COMacyire spems

OHNARH, PASPEIEHHBIE CANTHI K NPHAOK

WcnonbayiTe TeXHWIECKWE cpegcTea:
PORMTENBCHMIA KOHTPOML W ODLME 3KKIYHTDI
JNA MNAALUMX AeTeR

be3onacHocTh 1eTeil B CeTH — 3TO He MPOCTO 3aIPeThl, a CO3AaHUE
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY NOBedeHMIO. B cembe
HEO00XO0JIUMO BHICTPauBaTh JOBEPUTEIbHbIE OTHOIIEHUSA ¢ pedeHKoM. J[eTu
HE JIOJDKHBI UCKaTh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, YTO
MOTYT paccKazaTh POIUTENSIM O JTI000H CTpaHHOW WJIM HEMPUSITHOU CUTYaIluU
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHo 10roBOpUTHCH U YCTAHOBUTH YE€TKHE MPABUJIA: KAKUE CANTHI
MO>KHO MOCENIATh, CKOJIBKO BPEMEHHU NPOBOAUTH OHJIANH, KAKUE MPUIIOKECHUS
MO>KHO MCITOJIb30BaTh.

Jloiss Mmaagmux gereil peKOMEHAyeTcsl CO3aBaTh aKKAYHThl BMECTE U
3HaTh UX MapoJyik. Mcnosib30BaHUE CNENUATU3MPOBAHHOIO NMPOrPAMMHOIO
o0ecrevyeHNnsi POAUTEIHLCKOT0 KOHTPOJISA [MO3BOJIUT OIPAHUYNBATH BpEMsI 32
9KpaHoOM, GUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATEIbHBIC CAUTHI.

CyllecTByeT MHOKECTBO TMPECTYNHBIX CX€M, HCIOJIb3yEeMbIX
KHOEPMOIIICHHUKAMH B OTHOIIIEHMH HECOBEPIIEHHOJIETHHUX JIeTeil.

Cmnann 9.

PACTIPOCTPAHEHHDBIE CXEMbl KUBEPNPECTYN/IEHUWA NPOTUB AETEW

ubecnnaTHbIe» NOJAPKH Defikosbie sanpocst O 4 Apyseiy Fpymunr [ —

Lese. 1nmvanen

$ramronm Lire: BOCTIDARITRATMCA GEOEEMEM K Ugra: mwsanen cobo 22 coepcTraies, sahrn w

CTOA LY YR DICTE A8 Mev e BEMIBA HTE BErmin S80S BATOM B red ADOAINE. Tl M BTy w DOSSTE 4 Bx MO IEITh
028 0B0NIR $ 200 JuamnT T e ST/ MO
Cencropuwen HKubepbynnmnur [ecTpyrTHBHEIA HOHTEHT

Qg g v N
1 1 ' A
! :
Usro. enraem (oeate pelensd © UeNn YrrcuTs i TOSEVW (D827 Lete: someges ® SnacHsm cocbumcres

MEVICEIRE MITFYare b W HTI S TEMIDNIE MO0 WEE TRIRNS & IEYTITRX TR0 DA DYWL CYMLMA, HITHA e W
[ ] varezianze e cocumens SoCTDEWIM
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Cnpasouno:

Cnocobwi kubepnpecmynienuii 8 omuouleHuu oemetl U NOOPOCMKO8:

«becniamubley RNOOAPKU U  PO3BIZPBIMU, K020Ad peOeHKy Ois
NOJNYUeHUs evluepblula npeoirdazaemcs nepeumu no Ccblike U 68ecmu
niamedicHvle U uHbvle OanHvle e2o pooumeneu. OCHOB8HAA Yelb — YKpACmb
OaHHble OAHKOBCKUX KAPM WU YYUEeMHbIX 3anucel;

«¢heiikosvle» 3anpocvl om Opy3eil, Ko20a C UCNOIL30BAHUEM
831OMAHHO20 AKKAYHMA Opyea pebeHKa npocsim nomoysb (nepegecmu
OeHediCHble CpedCcmea), a pebeHOK, Hcelds NOMOUb, MONCEN He YCOMHUMbBCS
8 TUUHOCIU NPOCAUE20,

«CPYMUHZ), K020A 83POCbLU 3N0YMBIULIEHHUK NOO BUOOM C8ePCHHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsax uau uepax, nOCmeneHHo
8v168€0bIBACN TUYHYIO UHQDOPMAYUIO, MAHUNYIUPYEm, 6bi3blédem U)8Cmeo
OuzoCcmu, a 3amem Moxjcem BbINPAUEAMb UHMUMHbIE OMO/BU0e0 UIU
HA3HAYaAmMb JUYHYIO BCHPeEdy, UYMO MOJCem NPUBECMU K COBEPULEHUIO 6
OMHOWEHUU pebenKa OelUcmeull CeKCyalbHo20 Xapakmepd, Komopule
PedenoK 8 CUTLY 803PACMA HE MONCEM OYEHUBAMb, KAK COYUATbHO-3HAYUMDBLE,
CuUmas nPouUcxoosuee uepoi;

«CeKCmopueny, Ko20a npecmynHux, NOaAy4u8 UHMUMHble Oomo uiu
810e0 (000P0OBOILHO OMNPABIIEHHblE PEOEHKOM UNU Yepe3 B3/10M Kamepbvl),
HAYUHAem WaHmaicuposams pebeHKa, 8blMo2as Kak mamepuaivhvle oiaza,
Max u ycuyey, 8 mom yucie ceKcyaibHo2o Xxapakxmepa,

Kubepoynnune (ui mpasis), Ko2oa co30aromcs 2pynnvl U nad UKy 0
Hacmeulex, YHUUmMe bHblX KOMMeHmapues, Omnpasistomcs yepo3vl 8 IUUHbIX
CO0OWeHUsAX, 4moObl NPUYUHUMbL DeOeHKY NCUXON02UYecKyro 00/b, Umo
HepeoKo Modicem 3aKOHYUMCSL Oenpeccuell Uil 0ax3ce camoyouticmeom,

6ogleuenue 6 ORAcHble coodujecmea, nponazaHoupyloujue
oenpeccusHvle meyenuss, Cyuyuo, AHOPeKCuro, HACUIUe U IKCMPeMUsM,
KOmopble NpenoOHOCAMCs pPeOeHKy KaK Umo-mo «MOOHOe», «Kpymoe» u
«3anpemHoey.

Cnaiin 10.

v'a

4 KNIIOYEBbIX NMPABU/IA BE3ONACHOCTH
B CETU AETEM M NOAPOCTKOB

Xpawn nuymoe B Tadkne
_ He nyBaniyit aapec, WHony, reOmMeTio, 4aHHsie JOKYMEHTOR M K
NNansl CeEMbM.

Nomeum anropurm «CTON-CNPOCK-PACCKAKW»

) CTOM, ecnn wto-10 HacTopamueaer. CNPOCKH y poaurenei,
ecnu HenouatHo, PACCHAKM s2pocnim o mobo# yrpoae ]
wnn ancrombopre ‘

, Rontponwnpyi xpyr obuy
y [oGasnait B Apy3uR TONGKO TEX, KOO IHALUIL AMUHO.
Hacrpol nprearhocts npoduen.

A
. Brouoush kpuTHMecHOe MuiuNeH e

He nepexaam no COMHUTENbHbIM CChUIKEM. He BEpb CAMLLIKOM
ABHITOIAHDIM ¥ MTPEANOMEHUAM

Baxxno wHayunth nerei 1mu@poBON TPaMOTHOCTH W KPUTHUYECKOMY
MbIIICHUI0. VUM Hy»XHO noHuUMaTh, 4rt0o HMHTEpHET — 3TO OTpaKeHHUe
peajibHOr0 MHPA: B HEM eCTh U XOpollHe, U IJIOXHe JIIOAH, U MPaBuJa



12

0€30MacCHOCTH 31eCh TAK K€ BAa’KHbI, KAK U Ha yJune. He skoHOMBTE Ha
BpPEMEHH, Yalie 1 00JbIlIe pa3roBapuBaiTe CO CBOMMU JEThMU!

Taxoke B 3aIIUTE OT MPECTYIHBIX MOCATATENHCTB, B UHPOPMUPOBAHUU U
JOTIOJTHUTEIbHOM BHUMAHHUU HYXJIAOTCS U JIFOJIA MOKUIIOTO BO3pACTa.

fkdk

3a mocieaHee BpeMs B peclyOjuKe MPOMU3ONLIM 3HAYUTEIbHbBIE
NO3UTUBHBIE CABUTU: YJAJIOCh OOIIMMHU YCHJIMSIMU NEPETOMUTH TEHACHIIUIO
pocta 4yucia KUOEpHpecTyIUIEHUWH, 3aMETHO BBIPOC YPOBEHb IU(PPOBOM
3alUThl, JEMOHCTPUPYET OINEPATHUBHOCTh M aJANTUBHOCTh K TEKYIIUM
BBI30BaM OE€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JaCTH KUOEpPOE30MacHOCTH U
ap. IlpumeyaTenbHO, UTO HaLll ONBIT OOPHOBI ¢ KUOEPIIPECTYITHUKAMH aKTUBHO
IPUMEHSIOT B APYTUX CTpaHaX.

Kak ormernn Ilpe3uaent PecnyOoumku benapycs A.l.JIykameHko,
«abCconmHuyl0 3awumy om Kubepamax He 2apanmupyem HU O0OHA
cucmema 3auiumol, HO Mbl O00JIIHCHbL MUHUMUZUPOGAMb PUCKU». DTOTO
BO3MOXXHO  JOOUTBCS, KOTJa KaXAbId YYacTHUK HMH(POPMALUOHHBIX
OTHOIICHUM, Kaxkgash opraHuzanusi OyIyT OTBETCTBEHHO MOAXOJIUTh K
BBINIOJIHEHUIO TPEOOBaHUN 1O KuOEpOe30MacHOCTH, a KaXAbld YeJIOBEK
OPOSIBUT OOUTENBHOCTH W BHUMATENBHOCTH B Cllydae CHUTyallud C
MOIIIEHHUKAMH.

Cmanpg 11.
—— |

.H
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Poamteny, HayuwTe gered Npagwna beperwte aKKayHTL
NONLIOHATECA MHTELHETOM GE30NacHONo NOBLAEHUA ot adepncrog!
npaauasuo!
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AKALEMMS YNPABNEHMS

NPU NPESUMAENTE
PECAYBNIWKMN BENAPY(L




