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r. ['opku

O 6e3omacHOCTH HH(DOPMALIMOHHBIX TEXHOJIOTUH,
3amyMTe HHPOPMAIIUY ¥ TePCOHAIBHBIX JaHHBIX

1. O6urue mo10KeHHs

1.1. Hacrositee [Tonoxxenune paspaboTaHo Ha OCHOBaHUM 3akoHa PecmyOnuku
Benapychk ot 7 mas 2021 1. Ne 99-3 7O 3amure IepCOHANIBHBIX AAHHBIX B COOT-
BETCTBUM C JIOKAJIHHBIMU MPABOBBIMH akTaMy HalMOHAIBHOTO LEHTpa 3allUTE
epCcOHATbHBIX JaHHbIX, moymTiKoi YO BI'CXA B oTHOmEHM: 00paboTKy, HOC-
TyIla U 3all|ThI EPCOHATBHBIX JaHHBIX, MHCTPYKUKEH O BEACHUU JEJIONPOU3BOA-
CTBa, YTBEP)KICHHBIX PEKTOPOM aKaJIEeMHUH.

1.2. TTono)eHre HaIpaBIeHO Ha MOBbIIIEHNE YPOBHs 0€30I1aCHOCTH HUCIIOIB30-
BaHUS MHGMOPMALMOHHBIX TEXHOJOIMH, 3aIUTy MHOOPMAIIUM ¥ MEPCOHAIBHBIX JIaH-
HBIX B aKaJ[eMUH.

2. OcHOBHBIE 321a4H

2.1. CBOEeBpEMEHHOE BBISBJIEHHE HCTOYHUKOB yrpo3 HHYOPMAIMOHHOM Oe30-
NAaCHOCTH, IIPHYUH ¥ YCJIOBUH, CIIOCOGCTBYIOIIMX HAHECEHHIO yIepba cyObeKTaM
MH(BOPMAIIMOHHBIX OTHOIUEHUH, HAapYIICHHIO HOPMAJIbHOIO (YyHKI[MOHMPOBAHMS
aKaJIeMHUHU.

2.2. TIpenoTBpaleHye HHIHASCHTOB HHQOPMALMOHHOH 0€30TIaCHOCTH.

2.3. 3amuTa OT BMEIIATEIbCTBa B Mpollece PYHKIMOHUPOBAHUS CUCTEM aKa-
JeMHHY MIOCTOPOHHUX JIUI (TOCTYII K MHQOPMAIIMOHHBIM pecypcaM JOJDKHBI HMETH
TONBKO 3apPerUCTPUPOBAHHBIE B YCTAHOBJICHHOM ITOPSIKE TIOJb30BATENH).

2.4. 3anmTa OT HECAHKIIMOHUPOBAHHON MOIU(UKALIMK KCIIOIb3yEeMbIX B CUC-
TeMax aKaJeMHUHU [TporpamM, BKII0Yas KOMIIbIOTEPHBIE BUPYCHI.

3. IIpaBa u 00513aHHOCTH

3.1. Jloctyn k UHTepHETY B akaJeMHH C JIOOOro pabo4yero Mecra OCyIeCcTs-
nseTcs yepes Mpolexypy perucrpauu. IlpaBuiia v Leld IPOXOXKAECHHUS perucrpa-
IIMK OIMKCAHBI 0 azpecaM: http:/inv.baa.by/rules.php u http://inv.baa.by/why.php
COOTBETCTBEHHO, JOCTYITHBIM B JIOKAJIILHOM CETH aKaJIeMHUH.

3.2. Jloctym Ko MHorum pecypeam cetu ViHtepret G6iokupyercs PYII «ber-
TemeKoMy, SBJISIOIIUMCS TIpoBaiinepom cet VHTepHeT ans akagemun. K rakum




pecypcaMm OTHOCSITCSI CalThl 3KCTPEMUCTCKOTO COAEp)KaHHUsS, MOpHOTpadUUIEcKre
CaiThl, HEKOTOpPbIE COLMaIbHbIE CEeTH U T.A. 3allpellaeTcs UCIOIb30BaHWe aHOHU-
Mai3epoB, MMPOKCU-CEPBEPOB, VPN-TyHHeNeH a1 006xona OJOKUPOBOK BBIIIEyKa-
3aHHBIX PECYPCOB.

3.3.3amperraercs caMOCTOSITEIBHO NMPOU3BOAUTH koMMyTanuioo Ethernet xa-
Oenell Ha KOMMYTaTOpaxX BHYTPH JOKaJIbHOM CETH aKaJeMUU.

3.4. CoTpyaHUKaM aKaJeMUH 3aIpeliaeTcs UCI0NIb30BaTh COOCTBEHHBIE TOY-
KM JOCTYyIIa HUIM MapIIpyTH3aTOPhl BHYTPU JIOKAJIBHOM CeTH akaneMuu 06e3 corua-
coBaHus ¢ LleHTpoM pa3BuTHS UHGOPMAIIMOHHBIX TEXHOJIOTHUH.

3.5. 3amperaeTcs HHCTANIMPOBATh HA KOMITBIOTEpaX aKaaeMuH JIFo0ble pas-
HoBugHOCTH DHCP cepBepos.

3.6. Corpymnauku lleHTpa pa3BuThs HHGOPMAaLMOHHBIX TEXHOJIOTUHOOS3aHbI
IPOrpaMMHPOBATh yIIpaBisieMble KOMMYTaTOPhl aKaJeMHUH Ha 3aIpeT IOSBICHUS
HepaspemeHHsix DHCP-cepBepos.

3.7. CoTpyiHMKaM aKaJeMWU 3allpelaeTcsl caMOCTOSTEIbHO H3MEHATH 1p-
aJpeca ¥ mac-ajapeca KOMIIBIOTEPOB aKaJeMHUHU, 32 UCKIIIOYEHHUEM COTPYIHHMKOB-
[leHTpa pa3BUTHS WHPOPMAIIMOHHBIX TEXHOJIOTUM, OTBETCTBEHHBIX 34 JaHHYIO pa-
oory.

3.8. 3ampernaeTcs UCIONIB30BaTh JOCTYII K MIHTepHETy MUl pacChBLIKA Macco-
BBIX PEKJIAMHBIX OOBSBICHUN WM APYTHMX WHPOPMALMOHHBIX COOOIIEHNUH, He OT-
HOCSIIUXCS K IEATEeIbHOCTH aKaIeMuH 1o 3JeKTpoHHo# noute (CIIAM).

3.9. 3ampelaeTcs HCIOJB30BaTh CIEIHATBFHOE MPOTpaMMHOE obecredeHue
JUISL CKAHUPOBAHMSI IOPTOB BHYTPH JIOKAJIBHOU ceTH akaieMuH. [Ipu oOHapyxeHun
KOMITBIOTEPA, MMPOU3BOIAIIET0 CKaHUPOBAHHUE ITIOPTOB, COTPYIHUKHU LlenTpa passu-
TUSI UHHOPMAIIMOHHBIX TEXHOJIOTUHHUMEIOT IIPaBo 3a0J0KUPOBATh 3TOMY KOMIIBIO-
Tepy AOCTYI B JIOKAJIBHYIO CETh.

3.10. 3amuTa y3710B ceTu MHTepHET OT BCceX pa3HOBUIHOCTEM CETEBBIX aTak,
HUCXOMISIINX M3 JIOKAIBHOW CeTH aKaJeMHH, OCYILECTBIsETCsS cCOTpynHUKamullen-
Tpa Pa3BUTHSA WH(DOPMAIIMOHHBIX TeXHOJOTUH. [Ipu oOHapy>XeHUS KOMIIBIOTEDA,
OpPraHMU3YIOIIEeTO CeTeBble aTakd Ha y3ibl ceTH MHTepHeT, coTpyaHuMkH LleHTpa
pa3BUTHS HHGOPMAIIMOHHBIX TEXHOJOTHMHAMEIOT TPaBO 3a0JI0KUPOBATH ITOMY
KOMITBIOTEPY NOCTYT B MIHTEpHET 10 YCTpaHEHUS CETEBBIX aTaK.

3.11. 3ammurTa KOMIBIOTEPOB JIOKAJIBHOW CETH akKaAeMHUH OT CETEBBIX
aTaK,ACXOMSIINX W3 JIOKAJbHOW CETH, OCYLIECTBIIIETCS AaHTUBUPYCHBIM IIPO-
rpaMMHBIM OOecIledYeHHeM, YCTaHOBJIEHHBIM Ha KOMIIBIOTEpax IoJib3oBaTenel. B
cirydae oOHapyKEHUsI KOMIBIOTEpa, OPraHU3YIOILIEro CETEeBBIE aTaKW Ha KOMIIBIO-
TepBI JOKAJTBHOU CeTH, COTpYyAHUKHU LleHTpa pa3BUTUS UHPOPMALUOHHBIX TEXHO-
JOTHHUMEIOT MpaBo 3a0JIOKMPOBATh 3TOMY KOMIIBIOTEPY IOCTYII B JIOKAJIBHYIO
CEeTh JI0 YCTPaHEHUS CeTEeBBIX aTaK.

3.12. 3ammura KOMIIBIOTEPOB JIOKATHHOU CETH OT aTak, UCXOASIUX U3 MHTep-
HeTa,  oOecreuyMBaeTCs  COOTBETCTBYIOIIEM  HACTPOMKOM  MEXKCETEBOIO
skpana(Firewall) u oGecneunBaercs cotpynuukamulleHTpa pa3BuUTHS HHpOpMa-
LIUOHHBIX TEXHOJIOTUMU.



3.13. J1o60if MONIB30BATEND aKaIeMIH UMeeT BO3MOXKHOCTh OTKPBITh OOLIHHA
JIOCTYII K CBOEMY KOMITBIOTEPY(C COOTBETCTBYIOIIMMH npaBaMi ). OTBETCTBEHHOCTD
3a [eJIOCTHOCTD JJAHHBIX KOMIIBIOTEPA JIEXKHUT Ha MO0JIB30BaTENC.

3.14. CoxpaHHOCTh ¥ 0€30IaCHOCTh IaHHBIX BHYTPEHHMX PECYypCOB aKale-
MHIM obecrieurBaeTcs coTpyanrkamu LleHTpa pasBUTHS HH(GOPMAOHHBIX TEXHO-
noruit. K Takum pecypcam OTHOCATCS CaWThl, JaHHBIE HAXONAIIMCCs Ha web-
cepsepe, ftp-cepsepe u ap.

3.15. Corpyanuk Llentpa passuTis HHOOPMAIMOHHBIX TEXHOJIOIUH, UCTION-
HSAIOIANA OOS3aHHOCTH CHCTEMHOIO aJMHHUCTpaTopa, 00si3aH HaCTPOUTh MEXCe-
teBoii skpaH (firewall) Ha BeleHHE KYpHATIOB O MPOUCXOIAIINX cobprTusix. JKyp-
HaJI COOBITHH MEXCeTeBOro dKpaHa He IOJUIEKHUT pasrIallleHuIo U Iepenaie npy-
MM JIHIAM U 00653aH MCIIOIb30BaThCs TONBKO st 9(Q(EKTUBHOM paboThl CUCTEM-
HOT'O aIMUHHUCTPATOPA.

3.16. Cotpynuuku LlenTpa pasuTis HHGOPMAIMOHHBIX TEXHONOTHHUMEIOT
[1paBO, C TIOMOIIBIO CIIENHAIEHOTO IIPOrPAMMHOI0 00eCIIeYeHH s, obecreuuTs yua-
JIEHHBIH JOCTYI K KOMIIbIOTEpaM I0JIb30BaTeIe! IJIs yJalleHHOTO YIIPaBICHHA.

3.17. AHTMBHpYCHOE ITPOrpaMMHOe O0ecreyeHre MOXKET OBITH YCTaHOBIIEHO
Ha KOMIIBIOTEpE II0JIB30BATEN KaK CaMKM I10Jb30BaTEIEM TaK U COTPYNHHUKAMH
L{eHTpa pa3BUTHS MHPOPMALMOHHBIX TEXHOJOTHA(TIO 3asiBKe). OTBETCTBEHHOCTD U
[IOCIeNCTBUS TIOSBIICHHsS Ha KoMIbkotepe BpemoHocHoro IIO (mporpammHOro
obecrieyeHus) JISKUT Ha CaMOM I10JIb30BaTelIe.

4. OTBeTCTBEHHOCTDh

4.1. HapyIeHue 3aKOHOIaTelIbCTBA B 001acTH 0e301acHOCTH “HQOPMaLIMOH-
HBIX TEXHOJOTHUH, 3allMTEl WHPOPMAIUKA U IEPCOHABHBIX JaHHBIX BIIEYCT OTBET-
CTBEHHOCTbH B COOTBETCTBUH C 3aKOHOATEIbHBIMHU akTaMu PecryOiviku benapycs.
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